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International application No. 

PCT/EP2005/050895 

Applicant 



International filing date 
(day/monih/year) 



01/03/2005 



INTERNATIONAL BUSINESS MACHINES CORPORATION 



1 - 0 Tne applicant is hereby notified that the international search report and the written opinion of the international Searching 
Authority have been established and are transmitted herewith. 

Filing of amendments and statement under Article IS: 

The applicant is entitled, if he so wishes, to amend the claims otthe International Application (see Rule 46): 
When? The time limit for filing such amendments is normally 2 months from the date ol transmittal of the 
International Search Report; however, for more details, see the notes on the accompanying sheet. 

Where? Directly to the International Bureau ot WIPO, 34 chemin des Colombettes 

1211 Geneva 20, Switzerland, Fascimile No.: (41-22) 740.14.35 
For more detailed Instructions, see the notes on the accompanying sheet. 

2. f~] The applicant Is hereby notified that no International search report will be established and that the declaration under 

Article I7(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith, 

3. Q With regard to the protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that: 

j J the protest together with the decision thereon has been transmitted to Ihe International Bureau together with the 

applicant's request lo forward the texts of both the protesl and trie decision thereon to the designated Offices, 
j J no decision has been made yel on the protest; the applicant will be notified as soon as a decision Is made. 



4. Reminders 

Shortly after the expiration of 18 months from the priority date, the international application will be published by the 
International Bureau. II the applicant wishes lo avoid or postpone publication, a notice of withdrawal of the international 
application, or ot the priority claim, must reach the International Bureau as provided In Hutes 90&&.1 and 90WS.3, respectively, 
before the completion of the technical preparations for international publication. 

The applicant may submit comments on an Informal basis on the written opinion ot the International Searching Authority to the 
International Bureau. The international Bureau will send a copy of such comments to all designated Offices unless an 
international preliminary examination report has been or Is to be established. These comments would also be made available to 
the public but not before the expiration of 30 months from the priority date. 

Within IS months from the priority date, but only in respect of some designated Offices, a demand for international preliminary 
examination must be filed If the applicant wishes to postpone the entry Into the national phase until 30 months from the priority 
dale (in some Offices even later); otherwise, the applicant must, within 20 months Irom the priority date, perform the prescribed 
acts for entry Into the national phase before those designated Offices. 

In respect of other designated Offices, Ihe time limit of 30 months (or later) will apply even if no demand is filed within 1 9 
months. 

See the Annex to Form PCT/IB/301 and, tor details about the applicable time limits, Office by Office, see the PCT Applicant's 
Gufcte, Volume II, National Chapters and the WIPO Internet site. 



Name and mailing address of the International Searching Authority 
European Patent Office, P.B. 5816 Patentlaan 2 
NL-2280 HV Rljswljk 

Tel. (+31-70) 340-2040, Tx. 31 651 epo nl, 
Fax: (+31-70) 340-3016 
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Applicant's or agent's file reference 
GB040005 


FOR FURTHER see Form pct/isa/220 
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International application No. 
PCT/EP2G05/050895 


International filing date (day/month/year) 
01/03/2005 


(Earliest) Priority Data (day/month/year) 
09/03/2004 


Applicant 

INTERNATIONAL BUSINESS MACHINES CORPORATION 



This International Search Report has been prepared by this International Searching Authority and is transmitted to the applicant 
according to Article IB. A copy is being transmitted to the Internationa! Bureau. 

This Intematlonaf Search Report consists of a total of 3 sheets. 

|x] It is also accompanied by a copy of each prior art document cited In this report. 



1 . Basis of the report 

a. With regard to the language, the international search was carried out on the basis of the international application in Ihe 
language in which il was filed, unless otherwise Indicated under this item. 

I i The international search was carried out on the basis of a translation of Ihe international application furnished to 
this Authority (Rule 23.1(b)). 

b. \_j With regard to any nucleotide and/or amino acid sequence disclosed in the international application, see Box No. I. 

2. ! ! Certain claims were found unsearchable (See Box II). 

3. ' " Unity of invention is lacking (see Box lit) 

4. With regard to the title, 

[x] the text is approved as submitted by the applicant. 

{ | the text has been established by this Authority to read as follows: 



b. With regard to the abstract, 

[x] the text is approved as submitted by Ihe applicant. 

j | the text has been established, according to Rule 38.2(b), by this Authority as It appears in Box No. IV. The applicant 
may, within one month from the date of mailing of this international search report, submit comments to this Authority. 

6. With regard to the drawings, 

a, the figure of the drawings to be published with the abstract Is Figure No. Z. 

| | as suggested by the applicant. 

j"x"| as selected by this Authority, because the applicant failed to suggest a figure. 

| | as selected by this Authority, because this ligure better characterizes the invention. 

b. Q none of the figures is to be published with the abstract. 



Form PCT/ISA/210 (first sheet) (January 2004) 



INTERNATIONAL SEARCH REPORT 



International Application No 

PCT/EP2005/050895 



A. CLASSIFICATION OF SUBJECT MATTER 

IPC 7 H04L29/06 



According lo International Patent Classification {IPC) or 10 both national classification and IPC 



8. FIELDS SEARCHED 



Minimum documentation searched (classification system followed by classification symbols) 

IPC 7 H04L 



Documentation searched other than minimum documentation to the extent mat such documents are Included in fhe fields searched 



Electronic data base consulted during the inlernational search (name oi data base and, where practical, search terms used) 

EPO-Internal , WPI Data, INSPEC, IBM-TDB 



C. DOCUMENTS CONSIDERED TO 8E RELEVANT 



Category 1 



Citation of document, with indication, where appropriate, of the relevant passages 



EP 0 999 673 A (NORTEL NETWORKS LIMITED) 
10 Hay 2000 (2000-05-10) 
figure 4 

paragraph '0032! - paragraph '0033! 
paragraph '0037! - paragraph '0045! 

MRAZ R: "Secure blue: an architecture for 
a scalable, reliable high volume SSL 
Internet server" 

COMPUTER SECURITY APPLICATIONS CONFERENCE, 
2001. ACSAC 2001. PROCEEDINGS 17TH ANNUAL 
10-14 DEC 2001, PISCATAWAY, NJ, USA, IEEE, 
10 December 2001 (2001-12-10), pages 
391-398, XP010584923 
ISBN: 0-7695-1405-7 
the whole document 



Relevant to claim No 



1-38 



1-38 



□ 



Further documents are listed In the continuation of box C. 



Patent family members are listed in annex. 



' Special categories of cited documents : 

'K documerrtdetlnlrKjthegeneralstateoflhe an which Is not 

considered lo he of particular relevance 
■E" earilerdccumBMbulrxjW.shedonoraflerthe International 

filing date 

'L - aocuownt which may throw doubfs on priority claim(s)oi 
which Is cited to establish the publication dale of anolhet 
citation or other special reason {as specified) 

•Or document referring to an oral disclosure, use, exhibition or 
other means 

■P - document published priOf to ihe international filing date Out 



•V later document published etter the international Wing date 
or priority dale and not In conflict with Ihe application but 
cited to understand the principle or theory underlying, the 
invention 

"X" document of parlteular relevance; the claimed invention 
cannot be considered novel or cannot be considered to 
Involve an Inventive step when the document is taken alone 

"V document of panlcular relevance: the claimed invention 

cannot be considered to involve an inventive step when the 
document is combined with one or more other such docu- 
ments, such combination being obvious to a person skilled 
in me art. 



WW 11 WIT LP 10 pPHJI 

Data of the actual completion of the international search 

17 Oune 2005 


Date of mailing of the International search report 

28/06/2005 


Name and mailing address of the ISA 

European Patent OHice, P. B. 6818 Pafentiaan 2 
NL - 2280 HV Ri|swl|k 
Tel. (+31-70) 340-2040, Tx. 31 651 epo nl, 
Fax: (+31-70) 340-3016 


Authorized officer 

Raposo Plres, J j 



Form PCTilSA/210 (second iheell (January 2004) 



INTERNATIONAL SEARCH REPORT 

Information an patent family members 



Patent document 
cited in search report 



Publication 
date 



EP 0999673 



10-05-2000 



US 
CA 
DE 
DE 
EP 



International Application No 

PCT/EP2005/050895 



Patent tamily 
rrtember(s) 



6360269 Bl 
2287714 Al 
69918026 Dl 
69918026 T2 
0999673 A2 



Publication 



19-03-2002 
03-05-2000 
22-07-2004 
30-09-2004 
10-05-2000 



Foim PCTVISA/sio (palenl (amity annex} (January 2tx»j 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

(PCT Rule 43b/s,1) 



Applicant's or agent's file reference 
see form PCT/ISA/220 



International application No 
PCTVEP2005J050895 



Date of mailing 

{daytnonthfraar) see torm P CT/I SAC 1 0 ( second sheet) 



FOR FURTHER ACTION 

See paragraph 2 below 



International filing date (day/monthyear) 
01.03.2005 



International Patent Classification (IPC) or both national classification and IPC 
H04L29/06 



Priority date (dayAn onttfyear) 
09.03.2004 



Applicant 

INTERNATIONAL BUSINESS MACHINES CORPORATION 



M 


Box No. I 


El 


Box No. II 


□ 


Box No. Ill 


□ 


Box No, IV 




Box No. V 


□ 


Box No. VI 




Box No. VII 


El 


Box No, VIII 



1 This opinion contains indications relating to the following items: 

Basis of the opinion 
Priority 

Non-establishment of opinion with regard to novelty, inventive step and industrial applicability 
Lack of unity of invention 

Reasoned statement under Rule 43bte.1(a)(i) with regard to novelty, inventive step or industrial 
applicability; citations and explanations supporting such statement 

Certain documents cited 

Certain defects in the international application 

Certain observations on the international application 

2. FURTHER ACTION 

If a demand for international preliminary examination is made, this opinion will usually be considered to be a 
written opinion of the International Preliminary Examining Authority ("IPEA"). However, this does not apply where 
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the 
International Bureau under Rule 66.1b/s(b) that written opinions of this International Searching Authority 
will not be so considered. 

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to 
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of three 
months from the date of mailing of Form PCTdSAi220 or before the expiration of 22 months from the priority date, 
whichever expires later. 

For further options, see Form PCTdSA/220. 

3. For further details, see notes to Form PCT/ISAfi20. 



Name and mailing address of the ISA: 



European Patent Office - P.B. 5618 Patentiaan 2 
NL-2280 HV F^swilk - Pays Bas 
Tel. +31 70 340 - 2040 Txr 31 651 epo nl 
Fax: +31 70 340-3016 



Aulhortzed Officer 

Raposo Pires, J 

Telephone No. +31 70 340-4334 



Form (PCTASW237) (Cover Sheet) (January 2004) 



WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 



International application No. 
PCIEP2005/050895 



Box No. I Basis of the opinion 



1 . With regard to the language, this opinion has been established on the basis of the international application in 
the language in which it was filed, unless otherwise indicated under this item. 

□ This opinion has been established on the basis of a translation from the original language into the following 
language , which is the language of a translation furnished for the purposes of international search 
(under Rules 12.3 and 23.1(b)). 

2. With regard to any nucleotide andtor amino acid sequence disclosed in the international application and 
necessary to the claimed invention, this opinion has been established on the basis of: 

a. type of material: 

□ a sequence listing 

□ table(s) related to the sequence listing 

b. format of material: 

□ in written format 

□ in computer readable form 

c. time of filing/furnishing: 

□ contained in the international application as filed 

□ filed together with the international application in computer readable form. 

□ furnished subsequently to this Authority for the purposes of search 



3. □ In addition, in the case that more than one version or copy of a sequence listing andtor table relating thereto 

has been filed or furnished, the required statements that the information in the subsequent or additional 
copies is identical to that in the application as filed or does not go beyond the application as filed, as 
appropriate, were furnished. 

4. Additional comments: 



Box No. II Priority 



1 . S The validity of the priority claim has not been considered because the International Searching Authority 

does not have in its possession a copy of the earlier application whose priority has been claimed or, where 
required, a translation of that earlier application. This opinion has nevertheless been established on the 
assumption that the relevant date (Rules 43f»s.1 and 64.1) is the claimed priority date. 

2. □ This opinion has been established as if no priority had been claimed due to the fact that the priority claim 

has been found invalid (Rules 43bte.1 and 64.1). Thus for the purposes of this opinion, the international 
filing date indicated above is considered to be the relevant date. 

3. Additional observations, if necessary: 



Form PCTASA/237 (January 2004) 



WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 



International application No. 
PCT£P2OO505O895 



Box No. V Reasoned statement under Rule 43D/S.1 (a)(1) with regard to novelty, inventive step or 
Industrial applicability; citations and explanations supporting such statement 

1. Statement 

Novelty (N) Yes: Claims 1-38 

No: Claims 

inventive step (IS) Yes: Claims 1-38 

No: Claims 

Industrial applicability (IA) Yes: Claims 1-38 

No: Claims 



2. Citations and explanations 
see separate sheet 



Box No. VU Certain delects In the International application 

The following defects in the form or contents of the international application have been noted: 
see separate sheet 



Box No. VIII Certain observations on the international application 

The following observations on the clarity of the claims, description, and drawings or on the question whether the 
claims are fully supported by the description, are made: 

see separate sheet 



Form PCTJISA/237 (January 2004) 



WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 



Re Item V. 



International application No. 
PCT/EP2005/050895 



1 Document EP 0 999 673 A (NORTEL NETWORKS LIMITED) 1 0 May 2000, which is 
considered to represent the most relevant state of the art, discloses (see passages 
cited in search report), a method for facilitating secure data communications using a 
secret key for encrypting data flowing between first and second entities over a 
communication link, the method comprising: generating a new secret key for 
encrypting data sent between the first and second entities after a predetermined 
amount of time. 

From this, the subject-matter of independent claim 1 differs in that, the new secret 
key is generated when the communication link has been idle and there is data to flow 
over the previously idle communication link. 

The problem to be solved by the present invention may be regarded as how to 
improve the security in a communications link that is particularly idle or busy at 
varying times of day without having an unnecessary number of full authentications 
and renegotiations and also minimising the period of time in which a secret key Is 
valid on an idle link. 

The prior art documents do not provide any disclosure or suggestion of the solution 
as specified in independent ciaim 1 . Therefore, the subject-matter of the independent 
claim 1 fulfills the requirements of the PCT with regard to novelty (Article 33(2) PCT) 
and inventive step (Article 33(3) PCT). 

The subject-matter of claims 1 3,19,31 ,37 and 38 corresponds to that of claim 1 . 
Therefore, the above arguments relating to novelty and inventive step of claim 1 
similarly apply to claims 13,1 9,31 ,37 and 38. 

Claims 2-12, 14-18,20-30 and 32-38 are dependent on one of the claims claim 1 , 
1 3,1 9 and 31 and as such also meet the requirements of the PCT with respect to 
novelty and inventive step. 



Form PCT/1SW237 (Separate Sheet) (Sheet 1) (EPO-January 2004) 



WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 



International application No. 
PCT/EP2005/050895 



Re Item VII. 

The most relevant prior art document is not properly acknowledged in the description part 
according to Rule 5.1 (a)(ii) PCT. 

The features of the claims are not provided with reference signs placed in parentheses 
(Rule 6.2(b) PCT). 



Re Item vm. 

In claims 22 and 33, the term "method" should be replaced with "apparatus" to meet the 
requirements of Article 6 PCT. 



Form PCT/ISA/237 (Separate Short) (Sheet 2) (EPO-January 2004) 



